
Google Web Security for Enterprise

Google Web Security for Enterprise Enforces Policy and Protects All Users

What Google Web Security for Enterprise Does

Google Web Security for Enterprise, powered by Postini, protects organizations of all sizes  
against web malware attacks and enables the safe, productive use of the web, without  
incurring hardware, upfront capital, or IT management costs. It protects all users, 
whether they are connected directly to the corporate network or working remotely, at  
a hotel or in an airport.

How Google Web Security for Enterprise Works

Google Web Security for Enterprise eliminates all types of harmful web malware, including  
spyware, viruses, and zero-hour threats before they can enter your network and compromise 
or disable your computers. It delivers a true layered defense through a combination of 
multiple best-in-class signature scan engines, multiple reputation and behavior analysis 
engines, automated machine-learning heuristics, and the industry’s largest web data 
set. All web requests are scanned in real time, rather than solely relying on static URL 
lists, providing you with dynamic and multi-layered protection.

Google Web Security for Enterprise is built on a proprietary security platform which  
analyzes URL reputation, traffic behavior, code behavior, and code reputation in addition  
to signatures to detect unknown, as well as known, malware. Once it has detected 
unknown malware, Google Web Security for Enterprise automatically propagates the 
protection to the scanning layer, where the threat is neutralized before it can reach  
your network. This combination of multiple detection technologies, heuristics, and the 
industry’s largest web data set makes Google Web Security for Enterprise the most  
effective service against web malware attacks.

For more information, visit
www.google.com/a/security 

ABOUT GOOGLE APPS

Google Apps is a suite of applications  
that includes Gmail, Google Calendar 
(shared calendaring), Google Talk 
(instant messaging and voice over IP),  
Google Docs & Spreadsheets (online 
document hosting and collaboration),  
Google Page Creator (web page  
creation and publishing), Start Page 
(a single, customizable access point 
for all applications), and Google  
Security & Compliance. Google Apps  
offers editions tailored to specific  
customer needs, including the 
Standard Edition (ideal for family 
domains), Education Edition (K-12 
schools, colleges, and universities) 
and Premier Edition (businesses of 
all sizes). 
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Figure 1: Google Web Security for Enterprise protects users in real time from web threats and inappropriate content.
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In addition, Google Web Security for Enterprise enables you to control how employees 
use the internet, providing you with easy-to-use tools to create, enforce, and monitor the 
right web policy for your organization. By layering granular, easy-to-implement filtering 
policies on a URL database, Google Web Security for Enterprise can enforce your  
acceptable usage policy for all your users – even those working from home or on the 
road – protecting you from the legal liabilities of inappropriate content, reducing  
bandwidth congestion, and improving employee productivity.

Administrators can easily create different access policies to suit different areas of your 
organization based on URL categories, content, and file types. You can audit and review 
comprehensive web activity reports by user, department, or the entire organization – you 
choose the level of detail from high-level traffic and bandwidth statistics to a granular 
list of every URL accessed by each user. Administrators can control recreational access 
at defined times of the day and even ensure privacy compliance making user information 
disclosure optional.

Conclusion

Google Web Security for Enterprise protects your network, confidential information, and 
computing resources while promoting the safe and productive use of the web. It delivers  
a high performance web experience for end-users wherever they are working – in the 
corporate office, a hotel room, an airport lounge, or client premises. It eliminates the 
burdens of purchasing, maintaining, and updating security infrastructure on-premise, 
freeing IT staff to focus on business-critical IT projects.

Multi-tiered protection featuring  
real-time scanning of web traffic

Unparalleled security

Real-time protection and policy  
enforcement for roaming users

Provide the same level of protection to your roaming users as they 
receive within the corporate network

Software-as-a-Service (SaaS)  
business model with no need for  
appliances, updates, or maintenance

IT resources are able to focus on business critical issues and lower 
total cost of ownership

New user/offices can be added in  
minutes all at a fixed annual cost

Additional capacity planning is not required for corporate expansion 
or reduction, enabling you to roll-out the services across multiple 
international locations or branch offices with no lead time or additional 
capital expenditure, configuration, or administration cost

Comprehensive reporting with a variety 
of preset scheduled and summary 
reports all accessed through an online 
management portal

Simplified management, control, and administration of your  
web security

Features Benefits


