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SMTP Inbound

©)

90% Spam

Content Filter
Encryption

Enterprise Semmmmm s ’
Mail Server

| e )

_10% Legitimate Email

Outbound

ANAN

_‘ )
1

Firewall

Challenges in Legacy approach

1. Spam and malware is not blocked at the internet

2. Invest in additional anti-spam and anti-virus appliances for scale and reliability
3. Multiple provisioning and policy management systems

4. Archiving and e-Discovery is difficult to manage

5. Separate systems for web
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Message Message Data Policy Disposition
Processing Analysi Fi k

Policy trigger

Simple DNS Message data Configurable for message
configuration unencapsulated security, delivery,
inserts Postini and analyzed in compliance, bounce,

Google Message Security Platform

* Multiple communication methods (email and web)

 Unified provisioning and authorization framework

e Common policy definitions across protocols and applications
* Application APIs for platform expansion (Google/third party)
* Hosted, secure, scalable, and reliable

Secure and

policy compliant

messages
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Google

__ SMTP Inbound

<

[t ]|

Legitimate
Email

% Enterprise
Mail Server

Web

10% Legitimate Email

Outbound

Legitimate

Web Web

A
A 4
A

Firewall

Google Advantages

1. Hosted solution stops unwanted internet traffic
2. Universal policy management for email and web
3. Integrated encryption, compliance, and archiving
4. Built in scale and reliability

5. Easy to manage and use
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Add $ for High Availability

Add $ for Scale and Capacity

Add $ for Operational Support

Add $ for Updates and Maintenance

Add $ for Hardware, Storage

$$$$$ Software License

Legacy Approach
Multiple touch points, costly integration
and maintenance, and poor performance

High Availability included

Scale and Capacity included
Operational Supportincluded
Updates and Maintenance included

Hardware, Storage included

$ Low Cost

Google Approach
Pre-integrated, high performance,
and predictable low costs
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