
 

Google   Cloud   Issue   Summary  
Classroom   -   2020-07-07  

All   dates/times   relative   to   US/Pacific  
 
On   July   7th,   2020,   between   10:00   and   23:23,   Google   Classroom   experienced   an   issue   which   prevented   some  
users   from   accessing   Classroom   via   the   iOS   and   Android   applications   for   a   total   duration   of   13   hours   and   23  
minutes.   During   this   time,   users   of   both   iOS   and   Android   mobile   applications   encountered   errors   such   as   "The  
server   returned   an   unexpected   response"   or   "You   cannot   access   this   service."   
At   its   peak,   this   affected   about   20%   of   Classroom   users   on   Android   and   iOS.   We   understand   that   this   issue   has  
impacted   our   valued   customers   and   users,   and   we   apologize   to   those   who   were   affected.  
 
 
 
 
ROOT   CAUSE  
 
In   order   for   one   of   Classroom's   mobile   applications   to   successfully   login   -   the   application   is   required   to   send   API  
requests   to   the   Classroom   backend   API   service.   This   API   service   has   a   dependency   on   Google's   internal  
account   and   identity   service.   For   these   API   requests   to   succeed,   the   identity   service   explicitly   compares   the  
requests   against   a   list   of   allowed   permissions   (scopes).   Any   requests   which   fall   outside   of   these   scopes   are   to  
be   rejected.   
 
On   July   2nd,   in   an   effort   to   clean-up   deprecated   configuration   settings,   a   change   was   made   to   this   configuration  
file   which   removed   a   number   of   scopes   which   had   been   identified   as   already   allowed   via   an   alternative  
configuration   file.   This   was   intended   to   have   no   change   to   the   scopes   granted   to   the   Classroom   API   requests.  
While   the   majority   of   scopes   which   were   removed   had   been   allowed   -   two   scopes   were   not.   These   two   missing  
scopes   subsequently   caused   Classroom   API   requests   from   mobile   applications   to   be   rejected   by   the   internal  
account   and   identity   service.  
 
The   rollout   of   this   change   began   on   July   7th   10:00,   and   further   rolled   out   at   16:00.   As   the   change   was   intended  
to   roll   out   over   the   course   of   5   days,   there   was   only   a   small   increase   in   these   types   of   errors   until   the   second  
rollout   stage   at   16:00   
 
REMEDIATION   AND   PREVENTION  
 
Google   Engineering   became   aware   of   the   problem   when   external   users   started   opening   Support   cases,   and   an  
internal   issue   was   filed   with   the   Classroom   Engineering   team   at   17:50.   The   team   identified   the   change   which  
was   culpable   and   decided   to   halt   the   binary   rollout   and   roll-back   to   the   previous   binary.  
 
The   rollback   began   at   20:14,   and   then   completed   successfully   at   23:23.  
 
To   prevent   a   recurrence   of   this   issue,   the   Classroom   Engineering   team   are   taking   the   following   steps:  

● Ensuring   that   scope   changes   which   are   not   intended   to   have   any   consequences   are   verified   before  
deployment.  

● Creating   tests   which   will   run   prior   to   the   backend   release,   which   will   detect   missing   scopes,   and   prevent  
a   release   from   being   rolled   out   in   this   state   again.  

● Defining   new   checks   which   will   specifically   look   for   bad   scope   changes   during   backend   releases   for   the  
internal   account   and   identity   service..  

 



 

Google   is   committed   to   quickly   and   continually   improving   our   technology   and   operations   to   prevent   service  
disruptions.   We   appreciate   your   patience   and   apologize   again   for   any   impact   to   your   organization.   We   thank   you  
for   your   business.  
 
Sincerely,  
 
The   G   Suite   Team  
 
  


