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The following is the incident report for the Gmail access issue experienced by Google Apps customers on 
September 23, 2011. We understand that this service outage has affected our valued customers and their 
users, and we sincerely apologize for the impact and disruption.           
 
Issue Summary
Between 11:25 AM  to 11:45 AM PDT, Friday, September 23, users experienced access problems with 
Gmail, including slow load times, 500-series errors, and the inability to access their accounts. No Gmail 
data was affected during this incident; however some edits to Gmail drafts made immediately before the 
incident may not have been saved.
 
Actions and Root Cause Analysis
The root cause was a bug in a software component used in the Gmail front-end servers, which incorrectly 
handled the availability status of one of the Gmail back-end services. After servers for this back-end 
service infrastructure were restarted for a software update, the Gmail front-end servers failed to validate 
the status of the back-end service.  As a result, this caused Gmail to be temporarily inaccessible to users. 
 
Google Engineering quickly diagnosed the issue and ensured that the Gmail servers self-recovered. 
Service access returned to normal for all users at 11:45 AM PDT.
 
The Engineering team conducted a review and analysis, and established the following actions to help 
address the underlying causes of the issues and prevent recurrence:
 

● Analyze and improve the process of updates to the back-end infrastructure service to minimize 
any impact on other services. 

● Review the linkage between the back-end infrastructure service and Gmail, and reduce the 
possibility of dependencies causing availability issues. 

● Fix the Gmail front-end server to handle this type of behavior with Google infrastructure services. 
This action has been completed.

 
We understand that this issue has impacted and frustrated our customers. Google is committed to 
continually and quickly improving our technology and operational processes to help prevent service 
disruptions. We apologize again for the inconvenience.


