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A CCOE is a centralized governance function
for the organization and acts in a consultative
role for central IT, business-unit IT and cloud
service consumers in the business. A CCOE is
key to driving cloud-enabled IT transformation.

Gartner: Set Up Your Organization for Cloud Adoption Success



https://www.gartner.com/en/conferences/hub/cloud-conferences/insights/how-to-build-a-cloud-center-of-excellence
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3. Google Cloud foundation design

3.1) Key architectural decisions

The example.com reference architecture that's described in this document is based on certain
architectural decisions; if you need to make changes to those assumptions, the example.com
architecture also needs to be modified. Table 2.3.1 lists architectural decisions.

Decision area Decision

Organization structure | A single organization is used for all environments and services for example.com to
manage all resources and policies in one place.

The folder hierarchy has a single layer, consisting of bootstrap, common,
production, non-production, and development folders to allow for segregation of
policies, privileges, and access.

Google Cloud organization policies are used to augment the organization's security
posture by allowing you to define resource configuration constraints that apply
consistently across all projects.

Resource deployment | Foundation resources are deployed through a deployment pipeline to enable
automated and standardized review, approval, and rollback.

Terraform is used as the infrastructure as code (1aC) tool.

An on-premises Git repository is used as a source repository for the Terraform
modules.

The deployment pipeline’s actions are initiated from the on-premises environment.

An approval stage in the pipeline is needed to deploy resources.

Workloads are deployed through separate pipelines and access patterns.

Authentication and Google Cloud federates with the example.com on-premises Active Directory identity
authorization management system.

Single sign-on (SSO) is used to allow users to log into Google Cloud.

A firecall process is used to provide elevated access to the Google Cloud
environment.

Groups are used for assianina Cloud IAM permissions.

https://cloud.google.com/blog/ja/products/identity-security/google-cloud-security-foundations-guide
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